








TABLE 3: WHICH DATA SHOULD BE PROVIDED ON A CASES-BY-CASE BASIS, AND WHICH
DATA CAN BE PROVIDED IN BULK

CASE-BY-CASE BULK RAW DATA

Generally, only open data, unless
CONTRACTORS/ VENDORS courts/eCommittees/other authorities Access within same conditions

APPOINTED BY THE COURT under judiciary authorise greater access as case-by-case access
to carry out the delegated task

Generally, only open court records. Access within same conditions as
However, access to other court records case-by-case access
may be granted on showing sufficient

EXTERNAL LAW-TECH ENTITIES cause for a very limited set of

applications set out in codified
regulations and subject to certification,
approval, close monitoring, and auditing
by the body.

LEGAL AID ORGANISATIONS Jeen datergenerglly, full gecess o Same as the general public
specific cases if court designates them

or a party requests them, with party’s
consent




ANNEXURE 2

TABLE OF POTENTIAL DATA-RELATED
RESPONSIBILITIES ASSOCIATED WITH
EACH ROLE IN THE CONTEXT OF
JUDICIAL PROCEEDINGS

LITIGANTS Parties should not volunteer PD/SPD about themselves or if not necessary to defend
themselves/their claim effectively.

LAWYERS/ADVOCATES They must maintain adequate safeguards of all PD/SPD

WITNESSES They must sign an undertaking not to use or disclose any PD/SPD they may have access due
to their participation in the case.

INVESTIGATION AGENCIES/

EéVJRIETN;(SESF,\’}ATEENDT/ use for any purpose, any PD/SPD they have access to due to participation in a case.

OFFICERS

Investigation agency/ law enforcement/ court appointed officers must not disclose or

Judicial data containing PD/SPD held by prisons with the court’'s permission must not be
PRISON OFFICIALS used for any purpose other than their mandate and must not be disclosed. If the
government/ law enforcement or investigation agencies request access, prison officers
should redirect requests to court.

TABLE 4. RESPONSIBILITIES ASSOCIATED WITH EACH ROLE




TABLE 4. RESPONSIBILITIES ASSOCIATED WITH EACH ROLE

GENERAL PUBLIC

JUDGES EXERCISING
JUDICIAL FUNCTIONS

REGISTRY STAFF

COURT CLERK

MEDIA AND JOURNALISTS

Must comply with all conditions of bulk access, current laws, rules and policies
governing the judicial data and information, privacy, and confidentiality of the data and
information provided to it

While writing judgements, the judge should omit PD/SPD unless relevant for understanding
the reasoning for the decision. They should tag all PD/SPD in the judgment for redaction/
anonymisation before granting access to records. When requests are made to the bench
seeking PD/SPD about the participants not mandated to be disclosed under the law, the
judge must assess relevance to the decision before deciding whether or not to grant access.

They must only access information relevant to carrying out functions entrusted to their
sections. They must ensure robust security safeguards are maintained and necessary steps
to prevent misuse, unauthorised access to, modification, disclosure or destruction of
personal data; these should be reviewed periodically. They should be responsible for
de-identifying personal and SPD before access to court records is granted, including
information tagged as PD/SPD by the judge. If the Registry believes that there are
additional PD/SPD, they should bring such information to the judge’s notice and act
according to his instructions.

They should use the PD/SPD they have access to only to assist the judge in carrying out his
functions. They should handle the records in the courtroom with extreme care and caution
and ensure that such records can be viewed only by the judge.

The media should provide bonafide contact information and accreditation information,
as is necessary to verify their credentials. They should destroy physical and electronic
data supplied within a specified time period (although details of individual cases for
journalistic purposes can be retained longer with the court’s permission). The media
should not deny third parties access to this data, even if these third parties seek to use
this data for non-journalistic purposes. It must strictly comply with reporting restrictions
and any other legal restrictions on the use of this data.




TABLE 4. RESPONSIBILITIES ASSOCIATED WITH EACH ROLE

ACADEMIA/ RESEARCHERS

CONTRACTORS/ VENDORS
APPOINTED BY THE COURT

EXTERNAL LAW-TECH
ENTITIES

LEGAL AID ORGANISATIONS

Researchers must provide evidence to the courts regarding the purpose and intended
outputs of their research, how it will benefit the public, how the request for data is
specifically, explicitly and legitimately required for the project purpose, how PD/SPD will
be kept secure throughout the project duration. The researcher shall indemnify the
court from harm resulting from the violation of conditions of access.

The contractor must enter into a confidentiality agreement with the judiciary, prohibiting
the use or dissemination of data for any purpose other than the services it provides the
judiciary. They must give the court a detailed description of the product/service and
why access to PD/SPD is required. It must cooperate with the courts/ E-committee in
audits of compliance with conditions of access and should promptly respond to their
questions and queries. The contractor shall indemnify the Court from all harm resulting
from the violation of conditions of access.

The recipient must provide evidence to the courts on how the request for data is specifically,
explicitly the and legitimately needed to develop services or products that contribute
towards increasing access to justice or facilitating the administration of justice. They must
provide proof of mandated security measures, compliance with conditions of access and all
laws, rules and policies governing data and information, privacy, and the confidentiality of
the data and information provided to it. They must cooperate with courts during audits of
their data use. They must indemnify the court from harm resulting from the violation of the
conditions of access. Some of the purposes for which they process data should entail
specific obligations, such as seeking and obtaining the consent of parties and others whose
iInformation is contained in these records.

Legal aid organisations must provide evidence to the courts on how data they request is
specifically, explicitly and legitimately required to provide legal aid services; they must
provide evidence of adequate security measures, they must undertake that further
processing of the data/information obtained by it will only be used for the lawful purpose of
providing legal aid services. The legal aid organisation must inform and educate data
principals whose PD/SPD data they possess of their privacy and data protection rights and
obtain their consent to the processing, wherever appropriate. It must also undertake to
comply with all conditions of access and with all laws, rules, and policies governing
disseminating data and information and privacy. It must cooperate with the court's audits.
The organisation shall indemnify the court from harm resulting from the violation of
conditions of access.




ANNEXURE 3

TABLE OF POTENTIAL
RESPONSIBILITIES OF COURTS IN
RELATION TO OTHER ROLES

The courts should determine the relevance of the SPD sought by the party (except when it
pertains to the party or opposing party) to the present matter before granting/denying
access, and decide on applications to publish or redact SPD from the public record.

LITIGANTS

Lawyers/advocates should be given sufficient opportunities to tag PD and SPD in filings,
LAWYERS/ADVOCATES transcripts, public documents, e.qg., Judgments and orders, and audio-visual recordings of
proceedings. The Registry will be responsible for reviewing such requests.

WITNESSES The court must not disclose PD/SPD pertaining to them unless parties need it to defend
themselves/ their claim effectively (e.q., for cross-examination), it is necessary for the official
mandate (e.qg., police investigation), or if public interest merits that it is made public for the
Citizens to understand reasoning the decision

INVESTIGATION AGENCIES/

LAW ENFORCEMENT/ _ | NP _ \ _
COURT-APPOINTED access to if necessary for maintaining public order, safety and national security

OFFICERS

Courts may permit these agencies/ officers to retain and use PD/SPD the court has provided

GENERAL PUBLIC The judiciary should proactively disclose statistics. Bulk records should only be made available as
per specific conditions — refer to the earlier section on bulk data.

JUDGES EXERCISING The Reqgistry should ensure that the judge has all information about cases in their docket and
JUDICIAL FUNCTIONS should ensure that all PD/SPD is appropriately tagged.




TABLE 5: RESPONSIBILITIES OF COURTS IN RELATION TO OTHER ROLES

COURT CLERK

MEDIA AND JOURNALISTS

CONTRACTORS/ VENDORS

APPOINTED BY THE COURT

EXTERNAL LAW-TECH
ENTITIES

LEGAL AID ORGANISATIONS

The Reqistry should ensure that the court clerk is given access to information only in cases that
are being adjudicated by the judge they are serving. For cases beyond jurisdiction, the court
clerks should be given access to PD/SPD only to the extent granted to the judge they are
serving.

The court should verify the accreditation of professionals and organisations and proactively
provide them with information after this. The court should refuse disclosure if it would cause an
undue threat to privacy, due process, or law and order. A dedicated media liaison officer should
be appointed to respond to queries and restrict reporting when mandated by statute or a court
order. Courts should also publish such restrictions on their websites.

Before the courts employ a contractor who would require access to judicial data, (including
PD/SPD), they must verify that contractor has implemented necessary security measures. The
service contract must place stringent conditions on the volume, duration, confidentiality, and uses
of data. The courts should monitor and regularly audit the contractor to verify compliance.

The court should place stringent conditions prohibiting the use of court records for any
purposes other than the development of the product/service and setting strict timelines for
development beyond which access will be revoked. It must perform audits of the requestor/user
to verify compliance.

Courts should provide bulk access only to reqgistered legal aid organisations. Courts can limit the
volume, duration, and kind of information to which access is granted depending on the materidal
provided by the organisation on how it proposes to use the information to provide appropriate
legal aid services. The court may, at its discretion, perform audits of the organisation to verify
compliance with the terms and conditions of access




